Abstract. We present a survey on Weil sums in which an additive character of a finite field F is applied to a binomial whose individual terms (monomials) become permutations of F when regarded as functions. Then we indicate how these Weil sums are used in applications, especially how they characterize the nonlinearity of power permutations and the correlation of linear recursive sequences over finite fields. In these applications, one is interested in the spectrum of Weil sum values that are obtained as the coefficients in the binomial are varied. We review the basic properties of such spectra, and then give a survey of current topics of research: Archimedean and non-Archimedean bounds on the sums, the number of values in the spectrum, and the presence or absence of zero in the spectrum. We indicate some important open problems and discuss progress that has been made on them.
Weil sums of binomials
A Weil sum is a finite field character sum where the character is evaluated with a polynomial argument. We are interested in additive character Weil sums, that is, sums of the form
where F is a finite field, ϕ : F → C is an additive character, and f (x) is a polynomial in F [x] . We typically use the canonical additive character, ψ : F → C with ψ(x) = e 2πi Tr(x)/p , where Tr : F → F p is the absolute trace, because for any additive character ϕ : F → C there is some c ∈ F such that ϕ(x) = ψ(cx) for all x ∈ F , so that the above sum can be recast into the form x∈F ψ(g(x)), where g(x) = cf (x) ∈ F [x]. In this paper, we are specifically interested in Weil sums with binomial arguments, that is, sums of the form where a, b ∈ F * and d = e. Such sums have been studied in [57, 18, 39, 9, 10, 16, 14, 15] . For example, we see that the Kloosterman sum,
is one less than what one obtains in (1) in the special case where d = 1 and e = |F | − 2.
We are particularly interested in the case where the exponents that appear in our binomial are invertible modulo |F * |.
Definition 1.1 (Invertible Exponent
. If F is a finite field, we say that a positive integer d is an invertible exponent over F (or just say that d is invertible over F ) to mean that gcd(d, |F * |) = 1.
The map x → x d is a permutation of the finite field F if and only if d is invertible over F , and we have a special name for such permutations.
Definition 1.2 (Power Permutation
. If F is a finite field, a power permutation is a mapping from F to itself of the form x → x d for some d that is invertible over F . so it suffices to study sums in the following standard form.
Definition 1.3 (W F,d
). If F is a finite field with canonical additive character ψ, and d is invertible over F , then W F,d always denotes the function from F to C with
for each a ∈ F .
For fixed F and d, we are interested in the values of W F,d (a) as a runs through F * .
Definition 1.4 (Weil Spectrum
. If F is a finite field and d is an invertible exponent over F , then the Weil spectrum associated with F and d is the set {W F,d (a) : a ∈ F * }.
Readers familiar with the Walsh spectrum of a power permutation (introduced later in this paper in Section 2) should note that the Walsh spectrum includes the value of W F,d (0) while the Weil spectrum defined here does not. When one does consider W F,d (0), the polynomial in the definition of W F,d is a monomial, and the fact that x → x d is a permutation of F makes W F,d (0) = 0.
In this survey we first review the applications of the Weil sums W F,d (a) to nonlinearity of finite field permutations (Section 2), correlation of pseudorandom sequences (Section 3), and coding theory and finite geometry (Section 4). We then review their basic properties using the Galois theory of finite fields (Section 5), the Galois theory of cyclotomic extensions of Q (Section 6), and power moments (Section 7). Finally we survey the current state of knowledge concerning these sums, including bounds on them, both Archimedean (Section 8) and non-Archimedean (Section 9), the number of distinct values in the Weil spectrum (Section 10), and the presence or absence of zero in the Weil spectrum (Section 11). These last four sections state some of the principal open problems in the field, and indicate progress toward their resolution.
Nonlinearity of power permutations
Power permutations, introduced in Definition 1.2, are of interest in cryptography, for example, in the S-boxes of symmetric key cryptosystems. We are interested in how far our power permutation is from being linear. To this end, we define a transform that measures nonlinearity.
Definition 2.1 (Walsh Transform
. Let F be a finite field of characteristic p and f : F → F . Then the Walsh transform of f is the function W f :
where ψ(y) = e 2πi Tr(y)/p is the canonical additive character of F , with Tr the absolute trace of F .
When p = 2 we have ψ(y) = (−1) Tr(y) so W f (b, a) measures the number of agreements minus the number of disagreements between the functions x → Tr(bf (x)) and the F 2 -linear functions x → Tr(ax). In other characteristics p, the meaning of the Walsh transform values is not as obvious, but a large magnitude value still indicates a high degree of resemblance. Since we are trying to avoid any resemblance, we should examine all the values W f (b, a) except those with b = 0, for W f (0, a) tells us nothing about f : it is trivially |F | when a = 0 and trivially 0 otherwise. Definition 2.2 (Walsh Spectrum). Let F be a finite field and f : F → F with Walsh transform W f . The Walsh spectrum of f is the set of values
A highly nonlinear function f is one where all the values in the Walsh spectrum have small magnitude. When d is an invertible exponent over our field F , and f is the power permutation f (x) = x d , then we have Walsh transform
When b = 0, the reparameterization described in Section 1 shows that
Thus we see that the Walsh spectrum for our power permutation is given by the values of W F,d (a) as a runs through F , that is, the Walsh spectrum is just the Weil spectrum along with W F,d (0) = 0. So a highly nonlinear power permutation x → x d of the finite field F is one where |W F,d (a)| is small for all a ∈ F . We shall see later (in Lemma 8.3) that it is not possible to have all |W F,d (a)| less than or equal to |F |, but Table 1 in Section 10 exhibits cases in which we can make every |W F,d (a)| value less than or equal to p |F |, where p is the characteristic of F .
Crosscorrelation of m-sequences and Gold sequences
Linear recursive sequences over finite fields have been employed to produce pseudorandom sequences as early as the 1950's by Gilbert, Golomb, Welch, and Zierler (see the Preface of [30] and the Historical Introduction of [31] for brief historical overviews). Much of the mathematical theory of these sequences had been worked out somewhat earlier: see [12, 23, 62, 63, 32] . From this theory, one can show that a sequence of elements from the field F p of prime order p satisfying a linear recursion whose minimal polynomial is of degree n over F p has a period less than or equal to p n − 1, with equality if and only if the minimal polynomial is a primitive irreducible. In this case, the sequence is called a maximum length linear feedback shift register sequence, or a maximal linear sequence, or an m-sequence.
Golomb had given criteria for evaluating the pseudorandomness of binary sequences [30, p. 25] , which can be generalized to nonbinary sequences [31, §5.1.2] . One of these criteria is that the sequence should have low autocorrelation at nontrivial shifts; this property makes these sequences useful for applications to remote sensing and communications. When communications systems have many users, it also becomes useful to have families of such sequences that have the additional property of low crosscorrelation between any pair of sequences in the family. The m-sequences have very low autocorrelation, and pairs of m-sequences with the same period can be found that have relatively low crosscorrelation, and these in turn can be used to construct larger families of sequences (Gold sequences) in which every pair of sequences has low periodic crosscorrelation. A sequence with terms from the prime field F p is called a p-ary sequence. It is natural to index the terms of any p-ary m-sequence of period p n − 1 using Z/(p n − 1)Z. If we fix α, a primitive element of order p n − 1 in the finite field F of order p n , and let Tr : F → F p be the absolute trace, then any p-ary m-sequence of period p n − 1 can be written as is obtained from our reference sequence by taking every dth element (proceeding cyclically according to our indexing): we call this new sequence the decimation by d of the reference sequence. And then we see that a generic m-sequence (3) of period p n − 1 is obtained from our reference sequence by decimating by d and then shifting (cyclically) by s places. When d is a power of p modulo p n −1, the decimated sequence is identical to the reference sequence, and we say that such a decimation is trivial.
We shall now study the correlation properties of m-sequences, after setting down the basic definitions.
Definition 3.1 (Periodic Crosscorrelation). Let ℓ be a positive integer, and let f = (f j ) j∈Z/ℓZ and g = (g j ) j∈Z/ℓZ be p-ary sequences whose periods are divisors of ℓ. For any s ∈ Z/ℓZ, the periodic crosscorrelation of f with g at shift s, denoted C f,g (s), is defined to be
We are interested in the crosscorrelation values at all the various shifts.
Definition 3.2 (Crosscorrelation Spectrum). Let ℓ be a positive integer, and let f = (f j ) j∈Z/ℓZ and g = (g j ) j∈Z/ℓZ be p-ary sequences whose periods are divisors of ℓ. The crosscorrelation spectrum of the sequence pair (f, g) is {C f,g (s) : s ∈ Z/ℓZ}.
It turns out that crosscorrelation values are character sums when f and g are m-sequences. Let g be our reference m-sequence (4) and f be (5) obtained by decimating g by d. We let ψ : F → C be the canonical additive character, ψ(x) = e 2πi Tr(x)/p , of our field F of characteristic p and order p n . Then
where W F,d is the Weil sum from Definition 1.3. Thus the crosscorrelation spectrum for an m-sequence of period p n − 1 and its decimation by d is given by the values of −1 + W F,d (a) as a runs through F * , that is, the crosscorrelation spectrum is obtained from the Weil spectrum by subtracting 1 from every value. Note that when the decimation d = 1, we are crosscorrelating our m-sequence with itself (this is called autocorrelation). In this case the autocorrelation values −1 + W F,1 (a) all equal −1, except when a = 1 (which corresponds to zero shift, and has autocorrelation |F | − 1 = p n − 1). The property that autocorrelation at every nontrivial shift has a value of −1 is called the ideal two-level autocorrelation property of m-sequences, and is useful in applications involving synchronization.
If we continue to identify g and f with the m-sequences from (4) and (5), then for each b ∈ F , we can define the sequence
and we introduce the symbol ∞, and define
This gives a family {h (b) : b ∈ F ∪ {∞}} of p n + 1 sequences of period p n − 1 known as a family of Gold sequences [28] . 1 For any b ∈ F ∪ {∞}, we can compute the autocorrelation function of the Gold sequence h (b) to obtain 
if b, c = ∞, and s = 0, In applications involving Gold sequences, we want the magnitudes of autocorrelations at nonzero shifts and of crosscorrelations at all shifts to be small. This is equivalent to saying that we want | − 1 + W F,d (a)| to be 1 Some authors only refer to the family so produced as a family of Gold sequences if the decimation d is of a particular form originally selected by Gold, which produces favorable correlation spectra; but in the final portion of Gold's paper [28] , the construction is presented in a way that a reader could straightforwardly generalize to an arbitrary decimation.
small for all a ∈ F , which is essentially the same goal we stated at the end of Section 2 for obtaining highly nonlinear power permutations (which was that |W F,d (a)| be small for all a ∈ F ).
Other applications
Suppose that F is the finite field of characteristic p and order q = p n with primitive element α, and let d be a positive integer with gcd(d, q − 1) = 1. If d ≡ 1 (mod p − 1) and d is not congruent to a power of p modulo q − 1, then the values of the Weil sum W F,d (a) in Definition 1.3 as a runs through F determine the weight distribution of the p-ary cyclic error-correcting code C 1,d of length p n −1 and dimension 2n whose check polynomial is the product of the minimal polynomials of α −1 and α −d over F p (see [43, §A.3] ). This code is the sum of two simplex codes, C 1 and C d , whose respective check polynomials are the minimal polynomials of α −1 and α −d over F p . The nonzero words of these simplex codes all have weights of (p − 1)q/p, while the words of
where a runs through F * . Since W F,d (0) = 0, we can summarize the above facts by saying that the nonzero words of C 1,d have weights given by (10) as a runs through F . When p = 2, the values of the Weil sum W F,d (a) in Definition 1.3 also have an application in finite geometry (see [43, §A.4] ). They give the cardinalities of the intersections of hyperplanes with certain constructions described by Games in [26, 27] .
Galois Action of the Finite Field
In this section we shall give known results about the Weil sum W F,d (a) from Definition 1.3 arising from the Galois theory of the finite field F .
Lemma 5.1. If σ is any automorphism of the finite field F and a ∈ F , then
for every a ∈ F and every integer k. The values of a degenerate Weil sum are very straightforward to calculate.
The equivalent result in terms of crosscorrelation is [34, Theorem 3.1(g)]. Using reparameterizations akin to those discussed in Section 1, we have the following result.
Lemma 5.6. If d is invertible over a finite field F , and if
This means that {W F,1/d (a) : a ∈ S} = {W F,d (a) : a ∈ S} for both S = F and S = F * . Lemma 5.2 also gives cases where two exponents produce equivalent Weil sums, so we formulate the following definition.
Definition 5.7. If d and e are invertible exponents over a finite field
(mod |F * |) for some integer k, then d and e are said to be equivalent exponents over F .
The following result is the compositum of Lemma 3.3 and Corollary 3.4 of [2] ; note that we make some sign changes here to reflect the different sign convention we use in the definition of our Weil sum of a binomial.
Lemma 5.8. Let F be a finite field of characteristic p, and let E be an extension of F with [E : F ] a power of a prime ℓ different from p.
for every a ∈ F . In particular, if d is degenerate over F , then
Galois Action of the Cyclotomic Field
The canonical additive character of a finite field F of characteristic p maps F into the group of pth roots of unity in C. We set ζ p = e 2πi/p , so that our Weil sum W F,d (a) from Definition 1.3 lies in Z[ζ p ]. This is the ring of algebraic integers in the cyclotomic field Q(ζ p ). Thus we can take advantage of the Galois theory of this cyclotomic field to obtain results about our Weil sum. First we note that an automorphism of the cyclotomic field permutes the spectrum of Weil sum values.
Lemma 6.1. Let F be a finite field of characteristic p, and let d be an invertible exponent over
The above lemma is proved in [43, Theorem 2.1(b)], and it has the following corollaries (see [34, 
Moments
Often it is difficult to understand the behavior of the individual values W F,d (a), but it is easier to compute and understand quantities determined by their collective behavior. Definition 7.1 (Power Moment). If k is a nonnegative integer, then the kth power moment of
, is the sum of the kth powers of the Weil spectrum, that is, P (k) 
where N b 1 ,...,b k is the number of solutions (x 1 , . . . , x k ) ∈ F k to the system of equations
..,b k in the preceding lemma is the size of the intersection of a hyperplane and a Fermat variety in k-dimensional affine space. When all the b j 's are equal, we obtain the power moments. 
where N (k) is the number of solutions (x 1 , . . . , x k ) ∈ F k to the system of equations Corollary 7.4. Let F be a finite field and d an invertible exponent over F .
The count M a in the last corollary is equal to the number of x ∈ F such that (x + 1)
which one sees by reparameterizing with −x in place of x (and noting that gcd(d, |F | − 1) = 1 makes d odd when F is of odd characteristic). Thus the power moments of W F,d are intimately connected to the differential spectrum of the power permutation x → x d of F . Analysis of the differential spectrum has proved a powerful tool in studying W F,d . For example, Dobbertin's work in [20, 19] was a crucial step in verifying that certain F and d produce very favorable Walsh spectra, which are recorded later in this paper as the seventh and ninth entries of Table 1 in Section 10.
Archimedean Bounds
In the Introduction we stated that in applications it is desirable to have an invertible exponent d over a finite field F such that |W This result, combined with the fact that there are known F and d such that |W F,d (a)| ≤ 2 |F | for all a ∈ F (for examples, see Table 1 in Section 10), means that "small" should understood as "not much larger than |F |."
The Weil-Carlitz-Uchiyama bound on character sums [64, 11] can be applied to our Weil sum. 
that is, one plus a Kloosterman sum. The results of Weil-Carlitz-Uchiyama [64, 11] can also be applied in this case.
Interestingly, if F is of characteristic 2, then Lachaud and Wolfmann [50] 
And Katz and Livné [48] obtained the analogous result in characteristic 3.
Theorem 8.7. If F is a finite field of characteristic 3 and order q, then
If the characteristic of F is greater than 3, Kononen, Rinta-aho, and Väänänen [49] showed a markedly different behavior. For every finite field F of characteristic 2 with [F : F 2 ] odd, there is some d such that W F,d (a) ∈ {0, ± 2 |F |} for all a ∈ F (see the first, third, seventh, and ninth entries of Table 1 
Non-Archimedean Bounds
The values W F,d (a) of our Weil sums lie in the cyclotomic field Q(ζ p ), where p is the characteristic of F and ζ p is a primitive pth root of unity. The previous section dealt with Archimedean bounds, that is, bounds on the magnitude of our Weil sums with respect to the absolute value from the larger field C. We can also view our Weil sums p-adically, and ask for non-Archimedean bounds, that is, bounds on p-divisibility. To this end, we recall that the p-adic valuation of a nonzero a ∈ Z is the unique k such that p k | a and p k+1 ∤ a, where one defines v p (0) = ∞, and then extends v p to Q by declaring that v p (a/b) = v p (a) − v p (b) for every a, b ∈ Z with b = 0. One should recall from algebraic number theory that Z[ζ p ] is the ring of algebraic integers of the field Q(ζ p ). In Z[ζ p ], the ideal (p) is the (p − 1)th power of the prime ideal (1 − ζ p ). This allows us to extend the usual p-adic valuation v p from Q to Q(ζ p ), so that v p (1 − ζ p ) = 1/(p − 1). We are interested in the p-adic valuations of Weil sum values W F,d (a).
Definition 9.1 (Valuation of Weil Spectrum V F,d
). Let F be a finite field and let d be invertible over F . Then the valuation of the Weil spectrum of
To investigate V F,d , it is useful to consider the Fourier expansion of the Weil sum in terms of Gauss sums. If F is a finite field of order q, we let ζ q−1 be a primitive (q − 1)th root of unity over Q, and then a multiplicative character is a group homomorphism χ : F * → Q(ζ q−1 ) * . We let F * denote the group of multiplicative characters of F * , and id will always denote the trivial multiplicative character. For any multiplicative character χ of a field F , the Gauss sum G(χ) is defined to be
where ψ is the canonical additive character of F . Thus G(χ) ∈ Q(ζ p , ζ q−1 ). One can expand the Weil sum in terms of pairwise products of these Gauss sums, and vice-versa. Lemma 9.2. Let F be a finite field of order q, let d be an invertible exponent over F , and use id to denote the trivial multiplicative character of F . Then
and
For a proof, see [2, §4] , where the differences between the expressions there and here are due to a sign difference in the definition of W F,d (a).
2 A consequence of our expansions is that we can understand the valuation of the Weil spectrum in terms of the valuations of pairwise products of Gauss sums.
Corollary 9.3. Let F be a finite field of characteristic p, and let d be an invertible exponent over F . If |F | = 2, then d is degenerate over F and Corollary 9.4. Let K be a finite field, F a finite extension of K, and d an invertible exponent over
Corollary 9.3 tells us how to obtain the valuation of the Weil spectrum from those of pairwise products of Gauss sums. Now Stickelberger's Theorem tells us the p-adic valuation of these Gauss sums, which in turn gives the exact value of V F,d in terms of a combinatorial problem concerning quantities 2 And for the same reason, the formulae in [47, Lemma 2.5] should have the same sign changes, but one can see that this does not affect the proof of Corollary 2.6 of that paper, which is the only place this result is used. known as p-ary weights. If p is a prime and n is an integer, we define the pary weight function on Z/(p n − 1)Z, to be the function wt : Z/(p n − 1)Z → Z with wt(a 0 p 0 + a 1 p 1 + · · · + a n−1 p n−1 ) = a 0 + a 1 + · · · + a n−1
where the powers of p in this expression are elements of Z/(p n − 1)Z, while the coefficients a 0 , a 1 , . . . , a n−1 are elements of the subset {0, 1, . . . , p − 1} of Z, with at least one a j < p − 1. Since each element of Z/(p n − 1)Z has a unique expression of this form, this is a well-defined function. Now we may state what Stickelberger's Theorem tells us about the value of V F,d .
Lemma 9.5. Let F be a finite field of characteristic p and order q = p n > 2, let d be an invertible exponent over F , and let wt be the p-ary weight function for Z/(p n − 1)Z. Define
When d ≡ 1 (mod p − 1) (which is invariably true in characteristic 2), one can obtain an equivalent result from McEliece's Theorem [53, 54] on p-divisibility of weights in cyclic codes; earlier uses of this principle in characteristic 2 often proceeded in this way [56, 5, 6, 7, 8, 37, 38, 22] . (But also see [51, 52] for approaches proceeding directly from Stickelberger's theorem in characteristic 2.) The more general result in the lemma here is stated and proved as [47, Lemma 2.9] . The same result also appears as [45, Proposition 4.3] , with the |F | > 2 condition missing, which does not affect the other results of that paper. One consequence of this result is that all values of our Weil sum have nontrivial p-divisibility, and we have some sense of the range of possible values for V F,d . Theorem 9.7. Let F be a finite field of characteristic p, and let d be an invertible exponent over F .
(
(ii) If d is nondegenerate over F , but degenerate over F p , then we have the following:
In many cases, the upper bounds of Theorem 9.7 are the best possible, as discussed in [47, Remark 1.3] . If we are not concerned about the degeneracy of the exponent over the prime field, we get the following simplified version of Theorem 9.7.
Corollary 9.8. Let F be a finite field of characteristic p and let d be a nondegenerate invertible exponent over [47, §6] have shown that Conjecture 9.11 is true whenever |F | < 10 13 .
Number of Values
In this section we are concerned with the cardinality of the Weil spectrum
Definition 10.1 (Exactly, at Least, and at Most k-Valued W F,d ). Let F be a finite field and let d be invertible over F . We say that W F,d (or the Weil spectrum of F and d) is k-valued (or sometimes exactly k-valued for emphasis) to mean that |{W F,d (a) : a ∈ F * }| = k. And we say that W F,d is at least k-valued to mean that |{W F,d (a) : a ∈ F * }| ≥ k, or at most k-valued to mean that |{W F,d (a) : a ∈ F * }| ≤ k.
If
There has been a great deal of interest in determining when W F,d is exactly three-valued. A much earlier conjecture looks at which fields F have at least one invertible exponent d such that W F,d is three-valued. The first two entries of Table 1 show that for each field F of characteristic p and order q = p n , one 
can obtain an exponent d such that W F,d is three-valued, provided that n is not a power of 2. And we note that when n is a power of 2, none of the entries of the A corollary of this theorem is that if there is any counterexample to Conjecture 10.6, then it cannot be symmetric. A symmetric three-valued Weil sum has many constraints on its three values, which we summarize here (see [2, Proposition 1.3 
]).
Lemma 10.10. If F is a finite field of characteristic p and order q, and d is an invertible exponent over F such that W F,d is symmetric three-valued, then the three values must be 0 and ±p k for some positive integer k such that √ q < p k < q.
A symmetric three-valued Weil sum is said to be preferred if the magnitude of the nonzero values is as small as Lemma 10.10 allows it to be. Thus when F is of characteristic p and order q, a preferred three-valued Weil sum has values 0 and ± √ pq if q is an odd power of p, and has values 0 and ±p √ q if q is an even power of p. We note that the last six entries in Table 1 These exponents are named after Niho, who studied them in [58] . It turns out that Niho exponents never yield three-valued Weil sums.
Theorem 10.14. If F is a finite field and d is a Niho exponent over F , then W F,d is not three-valued.
The characteristic p = 2 case was proved in [13, Theorem 2] , and the general result was proved in [36, Theorem 9] . For a different proof in odd characteristic, see [2, §8] . One consequence of Theorems 10.2, 10.3, and 10.14 is that Conjecture 10.6 must be true in prime fields (see [43 
Presence of a Zero Value
In this section, we concern ourselves with the question as to when the Weil spectrum {W F,d (a) : a ∈ F * } contains 0. If we had allowed a to be 0 in the definition of Weil spectrum, then this would be always be trivially true. As a matter of fact, it is often the case that W F,d (a) = 0 for some nonzero a. This prompted Helleseth to make the following conjecture (see [33] , [ 
This gives the following restated version of Conjecture 11.1, proposed in [35, p. 38] .
Conjecture 11.4 (Helleseth's 1971 Vanishing Conjecture, restated again). Let F be a finite field of characteristic p and order q > 2, and let d be an invertible exponent over F with d ≡ 1 (mod p − 1). Let the elements of F * be written b 1 , . . . , b q−1 . Then the number of solutions (x 1 , . . . , x q−1 ) ∈ F q−1 to the system of equations (11) is equal to−3 .
Thus the conjecture amounts to a precise determination of the cardinality of a hyperplane section of a Fermat variety.
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